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is an assessment of the impact of the most significant and important-to-know
data protection issues from around the globe. It’s not the full story, just a quick 3-minute
read, collated and condensed to keep you updated with the latest news in our ever-
evolving industry.

Data Protection vs Legal Representatives in EU and
UK clinical trials

Clinical trial sponsors operating across the EU and UK may need to appoint several
different representatives, but understanding which roles are required can be complex.
Data Protection Representatives and clinical trial Legal Representatives fulfil separate
legal requirements and should not be treated as interchangeable.

Our latest blog explains the difference between these roles, when sponsors may need to
appoint them, and what to consider when planning representation for clinical trials across
the EU and UK.
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NHS England publishes DSPT version 9

On 4 September 2026, NHS England released version 9 of the Data Security and
Protection Toolkit (DSPT) for 2026/27.

Key changes include alignment of the Category 1 CAF DSPT with version 4 of the NCSC's
Cyber Assessment Framework (CAF), and two new sub-categories for CQC Market
Oversight providers and Local Authorities. These largely follow Category 3 requirements,
with additional questions relating to the NCSC's CAF assessment.
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'IT Suppliers' have also been renamed 'Suppliers', reflecting that Category 2 covers
providers of goods and services beyond traditional IT.

Organisations should review the updated requirements and change log ahead of the 30
June 2027 submission deadline.

Guernsey DPC highlights verbal personal data

breach

The Office of the Data Protection Authority (ODPA) received 49 personal data breach
reports in Q2 2026, down from 65 in the previous quarter. High-risk breaches also fell from
seven to four.

Despite the overall decrease, the Data Protection Commissioner highlights a case where
a doctor discussed a patient's identifying details and sensitive health information during a
telephone call that was overheard by others.

The DPC reminds organisations that personal data breaches are not limited to physical
records. Organisations should ensure staff understand that protecting personal data
extends to verbal communications, particularly when discussing sensitive information.
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Irish DPC fines HSE €645K over storage and
retention of medical records
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Ireland's Data Protection Commission (DPC) found that Health Service Executive (HSE)
records had been stored insecurely in unsuitable facilities, with some retained for longer
than necessary. The HSE has been ordered to audit its storage facilities, securely destroy
records that are no longer required, and introduce processes to regularly assess
compliance with its retention policies.

The decision highlights the importance of ensuring historic records are not overlooked
when applying retention policies. Organisations should understand what information they
hold, including older paper archives, and securely dispose of records that are no longer
necessary.

to learn how to apply the GDPR to historic records.

Cyprus launches CCTV compliance audits

Cyprus' Data Protection Commissioner has launched on-site audits of catering and
entertainment businesses to assess whether their use of CCTV complies with the GDPR.
The audits will examine how surveillance systems are installed and used, including the
positioning of cameras and the areas being monitored. Businesses are reminded that
CCTV should only be used where necessary and proportionate and should not monitor
areas where individuals have a greater expectation of privacy.

Organisations using CCTV should regularly review their surveillance practices to ensure
they remain necessary, proportionate, and appropriately documented.

to learn what organisations commonly get wrong when using CCTV.

Netherlands launch online DPIA tool

The Dutch government has launched new online tools to help organisations identify and
assess privacy risks. The tools, which are currently in a beta version, include:

e A pre-scan, which helps users determine whether a DPIA or other impact
assessment is required

e A guided DPIA based on the government's existing reporting framework

¢ Aguided IAMA to assess the impact of algorithms on human rights

Designed to make assessments easier to complete and support collaboration between
those involved, the tools guide users through the relevant questions and documentation.
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UNITED STATES & CANADA

CalPrivacy brings first CCPA action against data
broker

LocateSmarter LLC was ordered to pay $116,490 and change its practices after it failed to
register by the required deadline and unlawfully required consumers to provide partial
Social Security numbers to exercise their opt-out rights.
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The decision reinforces CalPrivacy's previous guidance that data minimisation applies
when handling consumer rights requests. Organisations should consider what information
is genuinely necessary to fulfil or verify a request and avoid collecting additional personal
data without justification.

Canadian OPC calls for stronger safeguards in open
banking rules

The Office of the Privacy Commissioner of Canada (OPC) has recommended stronger
privacy protections in proposed Consumer-Driven Banking Regulations, which would allow
consumers to direct participating organisations to securely share their financial data.

Whilst supporting the proposed framework, the OPC has called for greater clarity about
the personal data covered and stronger requirements to ensure security safeguards reflect
the sensitivity of the information being processed. It also recommends tighter controls
around publicly available data and greater coordination between regulators.

The recommendations highlight the importance of building privacy protections into data-
sharing frameworks from the outset, particularly where highly sensitive financial
information is involved.
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INTERNATIONAL

Australia consults on next stage of privacy reforms

The Australian Government has opened consultation on draft legislation proposing
significant changes to the Privacy Act 1988.

The reforms include, but are not limited to:

¢ Anew 'fair and reasonable' test for collecting, using and disclosing personal
information

e Strengthened consent and data minimisation requirements

¢ Updated definitions of personal and sensitive information

e Anew right to request erasure from large digital platforms

Organisations subject to the Privacy Act should review the proposals and consider how
they could affect existing data handling practices. The consultation closes on 18
September 2026.
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We are recruiting!
To support our ongoing requirement to continuously grow our remarkable and
extraordinary , we are seeking candidates for the following positions:

o Data Protection Officer (United Kingdom)

o Data Protection Officer - Life Sciences (United Kingdom)
¢ Management Accountant (United Kingdom)

o Data Protection Officer (Poland)

o Data Protection Officer - Life Sciences (Poland)

¢ Data Protection Coordinator - Life Sciences (Poland)
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If you are looking for a new and exciting challenge, and the opportunity to work for a Great
Place to Work-Certified™ company, recognised as one of the UK's Best
Workplaces™ for medium-sized businesses,
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