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Important:  This is a generic template document.  It requires tailoring specifically for your organisation before being published.  Professional advice should be taken before applying it.

Should you require any further assistance then please contact the DPO Centre at www.dpocentre.com.  Our experienced Data Protection Officers would be happy to help.

Copyright©:  The DPO Centre
Background
This questionnaire has been prepared on behalf of [Client name], (‘The Controller’). 

As a result of The Controller conducting a Data Protection Impact Assessment, we believe that, for one or more of The Controller’s datasets that contain or process Personally Identifiable Information (PII), you are acting on their behalf as a Data Processor as defined by Article 28 of the General Data Protection Regulation (GDPR).

The Controller takes the protection of the personal data they capture, store and process extremely seriously.  It is considered a valuable organisational asset that requires appropriate protection, and they fully recognise the significant reputational risk and financial penalties that will be incurred should data be lost, destroyed or stolen. 

As required by Article 32 of the GDPR “…the controller and the processor shall implement appropriate technical and organisational measures to ensure a level of security appropriate to the risk”.  And as further required by Recital 74, The Controller identifies and accepts that “The responsibility and liability of the controller for any processing of personal data carried out by the controller or on the controller's behalf should be established.”  
It is for these reasons that The Controller requires you to complete this questionnaire.  Its purpose is to enable you to provide The Controller with a statement as to the current level of compliance with the GDPR and DPA 2018 within your organisation.  If you have not already carried out your own impact assessment, then this document will likely provide you with some assistance in this regard, or The DPO Centre can assist you directly if required.  

[bookmark: _GoBack]Please answer each question based on your current (rather than intended) status.  If you are working towards compliance, please indicate this, along with any other comments or notes in each “Data processor response” box.

Please be aware that it is a mandatory requirement that each Data Processor used by The Controller provides a response to this questionnaire.  Without the necessary confirmation, The Controller will be unable to demonstrate their compliance with the GDPR and DPA 2018.  Therefore, if you are unable confirm your current compliance, or that you are taking the reasonable and proportionate steps necessary to become compliant, then it is unlikely that The Controller will be able to continue to use your services.

The description of the dataset to which this questionnaire relates is as follows:

[Controller to complete this section with a paragraph or two explaining the dataset being transferred or that the Processor has access to.]



How to complete this questionnaire

Compulsory sections to be completed by all Data Processors
2. The Data Processor
3. Data protection and security
4. Policies and Procedures


Complete the section/s relevant to the activity you perform i.e.:

	
If you…
	Store and secure digital data on behalf of the controller
	Store and secure non-digital records on behalf of the controller
	Have access to the data controller’s data

	Examples
	Cloud platform
Cloud storage 
Payroll provider
Accountants
	External document storage, 
Financial records
	Website developer
IT services
Software support

	Complete the questions in the following section(s)
	

5, 6 & 7
	

6 & 7
	

7




The Data Processor

Your company name: 		

Current ICO Reg num (?): 		

Primary contact name:		

Primary contact number:		

Primary contact email:		

Data Protection Officer:		

IT Manager				

Today’s date: 			

Are you ISO certified?		
(e.g. ISO27001)

Do you make a Data Processing 
Addendum available to your 
Data Controller clients? 			Yes    /    No


Data protection and security
Please respond to these questions in relation to your organisation in general, therefore not just in respect of the data you store or have access to on The Controller’s behalf.

What methods of protection from unauthorised access do you use to secure your network and or devices? 
Data Processor response


What network or device activity do you log and how frequently are the logs reviewed?
Data Processor response


Describe your software and operating system patching policy
Data Processor response


Describe your device AND network password policy
Data Processor response


Which Anti-virus / malware protection / threat detection system do you use, and how often is it updated?
Data Processor response


How regularly do you perform vulnerability scanning or network penetration testing?
Data Processor response


Are you aware of ever having suffered a data breach?
Yes 				No 			
Data Processor response


Do you maintain a Data Breach Register?
Yes 				No 			
Data Processor response




Policies and Procedures

[bookmark: _Ref490082609]Do your employee and contractor contracts, and or your company handbook detail your policies with regard to your specific expectations in relation to data protection, privacy and security?
Yes 				No 			 	Partially		
IF YES, HAVE THESE POLICIES BEEN UPDATED TO REFLECT THE ADDITIONAL REQUIREMENTS UNDER THE GDPR and DPA 2018?
Yes 				No 				Partially		
Data Processor response


How frequently Are your personnel trained on how to process, keep private and secure the data you deal with according to the policies set out in your contracts and or handbook?
Data Processor response




[bookmark: _Ref486411229]What levels of cover does your current insurance portfolio provide FOR

          Level of cover
Professional indemnity					_____________________
Data breach forensic investigation costs			_____________________
Crisis containment / reputational damage costs		_____________________
Business interruption					_____________________
Breach liabilities from data subjects			_____________________

Data Processor response



IF YOU ONLY HAVE ACCESS TO THE CONTROLLER’S DATA, AND THEREFORE YOU DO NOT STORE AND PROTECT IT ON THEIR BEHALF, PLEASE SKIP TO SECTION 7.

IF THE DATA YOU PROCESS ON THE CONTROLLER’S BEHALF IS NOT IN DIGITAL FORM, PLEASE SKIP TO SECTION 6.




Digital data that you store on behalf of the Controller

What systems, policies, procedures and audit facilities have been implemented to detect a data breach or unauthorised access to The Controller’s data?
Data Processor response


What processes do you have in place for reporting to The Controller a breach relating to the controller’s data?
Data Processor response




[bookmark: _Hlk498928487]Do you encrypt The Controller’s data ‘at rest’?  If so, when is it decrypted?
Data Processor response


If The Controller’s data is transferred, what encryption or equivalent security measure is deployed when the data is ‘in transit’? 
Data Processor response


What Remote Access facilities that could be used to directly or indirectly gain access to the server or device upon which The Controller’s data is stored do you make available for staff and 3rd parties?
Data Processor response


[bookmark: _Ref494949013][bookmark: _Ref495042517]Describe the backup policy RELATING TO The Controller’s data?
Data Processor response


[bookmark: _Ref501272828]

[bookmark: _Ref511599008][bookmark: _Ref486512099]Data that you store on behalf of The Controller
Please describe where the controller’s data (including archives and or backups, if relevant) ARE physically and geographically stored 
Data Processor response


Do you maintain records of processing activities?  If so, could, upon suitable request, access to these be provided to the Controller? 
Data Processor response


[bookmark: _Ref500497629]Do you transfer, sell, rent, or by any means share or disseminate The Controller’s data to any third partY?  if so, who TO, when, why and on what lawful basis?
Data Processor response




If The Controller’s data is transferred, Do you have provisions within the contracts with each of these parties or a specific Data Processing Addendum to cover the controller’s expectations on them as a sub-processor to protect the controller’s data?
Yes 				No 			 	Not transferred 	
Data Processor response


If The Controller receives a Subject Access Request (SAR) from a Data Subject, what mechanisms do you have available to support The Controller to provide the data subject with a record of all the processing activities and INFORMATION collectively stored on them?
Yes 				No 			
Data Processor response


What retention policy do you apply to The Controller’s data? i.e. How long do you keep it (and any archives or backups) after processing has been completed, how and when is it destroyed and by whom?
Data Processor response


If The Controller’s data is archived, on what basis is it archived and where is the archive stored?
Data Processor response


[bookmark: _Ref501272789]Data that you access on behalf of The Controller

Describe who has permission to access and view The Controller’s data, both internally and externally and why.
Data Processor response


How is access to The Controller’s data logged and controlled?
Data Processor response


Are you aware of any of The Controller’s data being incomplete, outdated or wrong?
Data Processor response


On behalf of The Controller, we would like to thank you for your time and cooperation in completing this questionnaire.  Please return this document to The Controller as soon as possible.

The DPO Centre Ltd, 50 Liverpool Street, London, EC2M 7PY 
0203 797 1289 | hello@dpocentre.com | www.dpocentre.com

The DPO Centre Ltd, 50 Liverpool Street, London, EC2M 7PY
Important:  This is a generic template document.  It requires tailoring specifically for your organisation before being published.  Professional advice should be taken before applying it.  Should you require any further assistance then please contact the DPO Centre at www.dpocentre.com.  Our experienced Data Protection Officers would be happy to help.
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